GUIDANCE NOTE: SUBJECT ACCESS REQUESTS
This note has been designed to help congregations/Presbyteries to meet your obligations to provide information to individuals under a Subject Access Request (“SAR”). This right has been a central tenet of data protection legislation since 1984, and is also contained in the GDPR and in the Data Protection Act 2018 (“the Act”).  However, the nature and quantity of data held by organisations has grown over the years, due to advances in electronic information and developments in technology. This means that responding to subject access requests can be more complex now than when first introduced, and there are some changes introduced by the Act. 
This note should be read alongside the SAR policy and SAR Form which accompany it.
The extent of the right 

The main purpose of a SAR is to enable an individual to check how their data is being used and whether it is being processed lawfully. The right of access provides that an individual who makes a written request is entitled to be given:

· confirmation that you are processing their personal data
· a copy of their personal data
· other supplementary information – this largely corresponds to the information that you should provide in a privacy notice (see below).

An individual is only entitled to their own personal data, and not to information relating to other people (unless the information is also about them or they are acting on behalf of someone). Therefore, it is important that you establish whether the information requested falls within the definition of personal data.

In addition to a copy of their personal data, you also have to provide individuals with the following information:

· the purposes of your processing
· the categories of personal data concerned
· the recipients or categories of recipient to whom you disclose the personal data 
· your retention period for storing the personal data or, where this is not possible, your criteria for determining how long you will store it
· their right to request rectification, erasure or restriction or to object to such processing
· the right to lodge a complaint with the ICO or another supervisory authority
· information about the source of the data, where it was not obtained directly from the individual
· the existence of automated decision-making (including profiling)
· the safeguards you provide if you transfer personal data to a third country or international organisation
You should be providing most of this information already in your privacy notice.
Recognising a Subject Access Request
It is important that those dealing with post or electronic communications received by a congregation or Presbytery are aware of what constitutes a SAR.  The Act does not specify how a valid request should be made.  It does not have to be in writing.  It can be made by social media and does not have to be to a specific person or contact point. It does not have to include the phrase 'subject access request' or reference to the GDPR or the Act.  All that is needed is that it is clear that the individual is asking for their own personal data.

This presents a challenge, as any employee or office bearer could receive a SAR but may not recognise it as such.  Congregations have a legal responsibility to identify that an individual has made such a request and that it is handled appropriately. As a result, it is important that you consider which of your employees and office bearers are most likely to receive a SAR and ensure that they are aware that any request for access to personal information is likely to be a SAR in terms of the legislation.  They should be familiar with this guidance note and the corresponding policy.  
It is good practice to have a policy for recording details of all requests received, including those made by telephone or in person.  

Finally, bear in mind that a third party could make a SAR on behalf of another e.g. a solicitor could make a request on behalf of his/her client. You are entitled (and ought to) ask to see the written authority they have from the individual to do this. It could be in the form of a power of attorney or a written mandate.  If you need to verify the identity of the requestor, ensure that you check the ID to see that all addresses match, make a record of what ID was provided, and destroy the ID once the request is fulfilled.

Responding to a subject access request

Once the request is submitted, individuals must receive a response within one month of the later of: (i) receipt of the request or (ii) receipt of any further information you might ask for which is required to enable compliance with the request. You should calculate the time limit from the day after you receive the request (whether this is a working day or not) until the corresponding calendar date in the next month.
It is therefore important that the SAR is sent on to the Presbytery Clerk as quickly as possible following receipt. It is also essential that whoever does so confirms that the Presbytery Clerk has in fact received it.   

It is recommended that the Presbytery Clerk should then contact the Law Department and at the same time respond to the person making the request acknowledging the SAR and requesting proof of ID (if the individual is not known). 

Use of the SAR Form provided can assist with narrowing the parameters of the search required, although you must make it clear to the requester that it is not compulsory to use the Form.  This should not be used as a way of extending the one month time limit for responding, where it is immediately obvious what information is held, and the quantity involved is not large.
The Presbytery Clerk and congregation should then agree a monitoring process to ensure that the one month deadline is not missed. 

A suggested timescale is as follows:

· Diarise the one month deadline on receipt of the request or any further information

· Diarise 15 days prior to the deadline as the target to collect any of the relevant data

· Allow 10 days to compile the information and/or redact appropriately
· Aim to release the personal data prior to (and no later than) the one month deadline
Finding and retrieving the relevant information
You must make your best efforts to locate all the information that is covered by the scope of the particular request.  Some tips for locating the relevant data: 

· Use the SAR Form to attempt to narrow down any searching required, if the requestor is happy to complete it and there is a lot of documentation potentially caught by the request
· When checking electronic information, remember that this will include information contained in emails and archived information. Bear in mind that emails sent for church purposes are caught even if in personal email accounts and so the email accounts of certain office bearers may also need to be checked
· Structuring paper files makes them easier to search and ensures the requestor gets all the information they are expecting. Again, bear in mind that material might be held in “off-site archives” such as lofts or store rooms
· Provide those who may hold information on the individual with an explanation of the types of data which are required. Depending on what is being sought these could include databases, word processed documents, emails, CCTV records, telephone records for landline and mobile phones, internet logs, payroll systems, and, potentially, records of door entry systems such as swipe cards
· Inform all involved of the date by which the data needs to be collated and instruct them not to delete any relevant data unless it would have been deleted in the ordinary course of events
· Note that it is never acceptable to amend or delete the data following receipt of a SAR if you would not otherwise have done so (and that this is in fact an offence under the Act)
· The GDPR requires that the information you provide to an individual is in a concise, transparent, intelligible and easily accessible form, using clear and plain language. 

· At its most basic, this means that the additional information you provide in response to a request should be capable of being understood by the average person. However, you are not required to ensure that that the information is provided in a form that can be understood by the particular individual making the request.

Bear in mind the definition of personal data i.e. it must be data that identifies and tells you something about that individual.   So, for example, the fact that the individual attended a Kirk Session meeting does not necessarily result in the minute of that meeting having to be produced.  On the other hand, if the minute records matters relating to, or opinions about, the requestor it would have to be produced. 

It can be complex to determine what falls within the definition of “personal data” and the Law Department can provide further guidance in particular cases.

Dealing with other people’s information

If the information obtained through the records searched includes data about other individuals, this should not be disclosed unless (i) the other individual has consented to the disclosure; or (i) it is reasonable in all the circumstances to comply with the request without that individual’s consent. 

It should be straightforward to ‘redact’ (remove the personal information of third parties) with a thick black permanent marker. Copy the original, redact the copy and then copy it again. This should serve to ensure the personal data is not visible when the paper is held up to the light.  Redaction in electronic documents can easily be done by highlighting the relevant text in black.
Whether it is reasonable to disclose information about third parties will depend on the circumstances of the case.  Factors that ought to be taken into account are: 

· any duty of confidentiality owed to the third party individual
· any steps you have taken to try to get the third party individual’s consent
· whether the third-party individual is capable of giving consent
· any stated refusal of consent by the third party individual
· if the information is generally known by the individual making the request

If there is any doubt about whether information should be disclosed or not, guidance should be sought from the Law Department.  
Supplying information to the requestor

It is good practice to ask the requestor at an early stage how they would like to receive the information – paper, electronically etc.

Think about how you will get the information to the person securely. Will they collect it or do you ensure someone delivers it and gets a signed receipt from the requestor? If posted, it should be sent ‘Signed For’ post as good practice. If being sent electronically, consider whether it is appropriate to email the personal data. If it is on a memory stick, it should be encrypted.
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